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Typical round of a block cipher
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Substitution box (S-box)
@ vectorial Boolean function
@ nonlinear

@ often invertible

@ cryptographic properties
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Cryptographic Properties
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Cryptographic Properties

@ Attacks on block ciphers
Black box attacker model (cryptanalysis)
knowledge about the algorithm + several inputs and/or outputs
e Mathematical properties (of the components of the block cipher)
defined to measure the resistance of the block cipher to some specific
attacks
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The message, the key and the ciphertext are sequences of zeroes and ones.

Notation
o F, = {0,1}
o 7 ={(a1,...,an) : aj € Fa}
@ [Fon finite field with 27 elements
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The message, the key and the ciphertext are sequences of zeroes and ones.

Notation
o F, = {0,1}
o 7 ={(a1,...,an) : aj € Fa}
@ [Fon finite field with 27 elements

Vectorial Boolean function

Given n and m integers, an (n, m)-function F is a map

F:F) - FJ.

If m = n equivalently F : Fon — Fon.

Usually we deal with (n, n)-functions.
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Vectorial Boolean function

Representations
Algebraic Normal Form (ANF) of F : F§ — FZ’

F(xi,...,xp) = Z QIHXI; a € F7

IC{1,....,n} i€l

Examples
X1X2X3 + X3 1 0
F(x1,x2,x3,xa) = |x1x2x3 + xox3 + 1| = |1| xaxox3 + |[1| xox3 + - -
XoX3 + Xa 0 1
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Differential attack

@ well known attack to block ciphers
@ introduced by Biham and Shamir in 1990
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Differential attack

@ well known attack to block ciphers
@ introduced by Biham and Shamir in 1990
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Differential attack

@ well known attack to block ciphers
@ introduced by Biham and Shamir in 1990
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Differential attack at the S-box level

Pr[F(x @ a) ® F(x) = b]
F(x) F(x @ a)
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Differential uniformity

o Cryptographic property related to the differential attack
@ introduced by Nyberg in 1993

Differentially d-uniform
For F:Fj — 5
0 = max |{x € Fan : F(x + a) + F(x) = b}|
a,belFy
a#0

F is called almost perfect nonlinear (APN) if 0 = 2
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Boomerang attack E = E; 0 E

@ introduced by Wagner in 1999
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Boomerang attack E = E; 0 E
@ introduced by Wagner in 1999
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Sandwich attack E = Ey o E,, 0 E
@ proposed in 2014 by Dunkelman et al.
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Boomerang-like attack at the S-box level

F(x @ a)
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Boomerang uniformity

@ cryptographic property related to boomerang-like attacks
@ introduced in 2018 by Cid et al. and further formalized by Boura and
Canteaut in 2018
Boomerang uniformity
For F : F5 — IF7 invertible,

BF = nb]g])F(n |{X E an . F_l(F(X) + b) + F_l(F(X+ a) + b) = a}|
a, 5
a,b#0
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Linear attack

@ introduced by Matsui in 1993

@ idea: find a good linear approximation of the cipher

l l

E Lin

l 1
E(m) Lin(m)

Irene Villa Funzioni Booleane nei block cipher CrypTO 2023

14 /20



Linear attack

@ introduced by Matsui in 1993

@ idea: find a good linear approximation of the cipher
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Linear attack at the S-box level

l
F F
F(x) ~ o Y(x)
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Linear attack at the S-box level

l
F F
F(x) ~ o Y(x)

dist(F, ) = |{x € F§ : F(x) # ¥(x)}|
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Nonlinearity

To resist the linear attack, the S-box F must have a high nonlinearity

NLF.

Nonlinearity
For F : F§ — I3

= F
N,CF )r\];ln d)m;r\l d’St( /\7¢)a

A£0
where Fy = X+ F :F§ — F, and A, is the set of affine functions
¢ :F5 —T,.
F is called almost bent (AB) if N Cp = 2~1 — 2%

To reach the upper bound (AB), n must be odd.
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Good S-box

We want the S-box F

(usually) invertible/permutation F : F§ — FJ,
low differential uniformity,

low boomerang uniformity,

high nonlinearity,

(for implementation reasons) n even (power of 2),
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What we know:

F permutation: 0 < B¢

If APN (6 = 2) then g =2

For n odd, if AB then APN

Known many APN permutation for n odd

For n even only one APN permutation known with n = 6

Known many APN (non-permutations) for n even, but they have
degree 2

Known permutations with 6 = 4 for n even
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Research directions

Big APN problem: construct (other) APN permutations in even
dimension

Construct other (infinite families of) APN functions
Find APN functions with degree greater than 2
Increase the lists of known (inequivalent) APN functions

Study the 8¢ for known permutations with 0 = 4

Combination of theoretical analysis with computational results )
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Grazie per |'attenzione!
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